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MAJOR Objective 5 IMETS Security procedures


Equipment Certification Checklist 1 – User Functions

	#
	Task Items
	Reference
	Go
	No Go
	N/A

	1
	State the three levels of user activity on the IMETS and each of their main functions
	WEW SUM
	
	
	

	
	Operator/User-User Password maintenance and system classification
	
	
	
	

	
	System Administrator-manages User accounts and passwords, printer assets, and the LAN configuration.  Responsible for system purge and reload.
	
	
	
	

	
	Information System Security Officer (ISSO)
	
	
	
	

	2
	Know when and why you must change your password and perform password change (accomplished on first access to system) 
	WEW SUM
	
	
	

	
	Change password three months after the date of issuance, when there has been a system purge or software reload an operator or system administrator has been transferred and /or an operator has lost the need for access, or is temporarily denied access.
	
	
	
	

	
	To change password:

· From Main Menu bar, select System 

· Select Change Passwd
· Confirm the user name is your login name and make a selection by clicking on the password from the list provided.  NOTE:  Ensure you record and control your password at the level of classification the password provides, i.e. SECRET.  If you forget or lose your password you will be denied access until issue another one by the system administrator. 

· After selecting password, select Submit
· Select OK
	
	
	
	

	3
	Change the classification of the IMETS from unclassified to secret
	WEW SUM
	
	
	

	
	To change classification:

· From Main Menu bar select System
· Select Up Classification
· At popup window select OK
	
	
	
	

	4
	Enable a screen lock
	WEW SUM
	
	
	

	
	To enable screen lock

· From Main Menu bar select System
· Select Lock Screen 
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Equipment Certification Checklist 2 – System Administrator Functions

	#
	Task Items
	Reference
	Go
	No Go
	N/A

	1
	Perform a system purge on the WEW to lower classification of system
	WEW SUM
	
	
	

	
	Exit all applications
	
	
	
	

	
	Select System and the Select Shutdown System 
	
	
	
	

	
	At “ok” prompt, type in the following:  “setenv sbus-probe-list fe013” and press Return.
	
	
	
	

	
	At “ok” prompt, types “reset” and press Return.  When memory checks are complete, press the Stop and A key simultaneously.  This halts the normal boot up process and displays the “ok” prompt
	
	
	
	

	
	Place the SolarisOS 2.5 CD into the CD-ROM drive.  Then type “boot cdrom –sw” and press Return.  
	
	
	
	

	  
	Watch the screen as the system goes through power-on self-tests and boots to single user mode.  The system will then display the “#” prompt.
	
	
	
	

	
	Insert the 3.5” floppy titled “UniShred 3.0 for Solaris 2.X” into the floppy drive.
	
	
	
	

	
	At the “#” prompt, type “tar xvf /dev/diskette” and press Return.
	
	
	
	

	
	Type “cd lat_usp3/bin” and press Return
	
	
	
	

	 
	Type “./usp3/dev/rdsk/c0t3d0s0AR_380_19_PURGE” and press Return.  
	
	
	
	

	
	The system will display “Start overwrite operation? Yes/no [y].”  Press <Y> or the return key to continue.
	
	
	
	

	
	NOTE:  The purge procedure erases the hard disk drives and takes 2-3 hours to completely purge a four gigabyte drive.  DO NOT INTERRUPT THIS PROCEDURE.  After purge is complete, screen will display “Overwrite operation is complete for /dev/rdsk/c0t3d0s0”.  The floppy diskette should eject.
	
	
	
	

	2
	Reload the system software
	WEW SUM Chapter 4, para 4.2
	
	
	

	 
	The first step is to have the RHDD formatted.

· Insert the Solaris 2.5 CD-ROM into the cd drive.

· Power up the system and after the memory checks are complete, press the <Stop><A> keys to halt the start up procedures.  The “#” will be displayed.

· Type “boot cdrom –sw” and then press return.

· Type “format” and then press return

· Type “select 0” and press return

· Type “format” and then press return.

· When the confirmation question is displayed, type “y” and press return.

· The screen will state “Format will take approximately 74 minutes”

The second step is to reload the WEW software

· There are approximately 21 steps to be followed in para 4.2 of the WEW SUM.  Ensure that you have the CD-ROM labeled “SolarisOS 2.5.1”, one DAT tape labeled “WEW, Version 2.0.1, Build 3 Patch 1(verify UCU or HCU version), one 3.5 floppy disk labeled “WE Jump Start”, and ensure you completed the RHDD format above.
	
	
	
	

	3
	Raise the operating security level 

· From Main Admin Menu bar LB on System 

· LB Up Classification
· Select OK and the classification banner will advance to the next highest level.
	
	
	
	

	4
	Enable a screen lock

· From Main Menu, LB on <System>
· LB <Lock Screen>
	
	
	
	

	5
	Identify when to change System Administrator password

· Accomplished upon first access to the system by the System Administrator

· 6 months after issuance

· After system purge or software reload

· Transfer or loss of need for current system administrator.
	
	
	
	

	6
	Perform or step through a System administrator password change

· From Main Admin Menu bar LB <Admin>

· LB on <Change Passwd>
· Confirm User Name is your System Admin login name and make a selection by clicking on a password from the list provide.  NOTE: Ensure you record and control your password at the level of classification the password provides, ie SECRET.  If you lose or forget the password the ISSO must re-issue you a new one.

· Upon selection of password, LB <Submit>
· LB on <OK> to complete
	
	
	
	

	7
	Identify actions a system administrator can perform for a user

· Add a user

· Delete a user

· Expire a password for a user

· Lock password for a user

· Modify a password for a user
	
	
	
	

	8
	Add a New User

· From Main Admin Menu bar select Admin

· Select User Admin
· Select Admin 
· Select New and the Create a New User window will display

· Click LB on the User Name entry field to activate it and add name.

· LB on the Days till Expired entry field to activate it and enter (usually 180)

· When fields are complete, Select Create 

· Verify the user information and select OK.

· Assign a password to the new user
	
	
	
	

	9
	Assign or Modify a user password

· From the User Admin pulldown menu, Select the user which is to have a new password

· Select Admin
· Select Password and the Modify Password window will appear

· Confirm the User Name is correct and make a selection of the new password from the list provided. NOTE: Ensure you record and control your password at the level of classification the password provides, ie SECRET.  If the user loses or forgets the password the user will be denied access until re-issued by System Administrator. 

· Select Submit once password is selected

· Select OK to complete
	
	
	
	

	10
	Delete a user

· From Main Admin Menu bar select Admin 

· Select User Admin 
· Select user to be deleted to highlight

· Select Admin and a pull down menu will appear

· Select Delete and confirm that the user name is correct one to delete

· Select Yes to delete, update your records and then select Ok to complete
	
	
	
	

	11
	Expire a Password for a User

· From the Main Admin Menu bar select Admin 

· Select User Admin
· Select the proper user to highlight and select Admin
· Select Expire and confirm user name

· Update your records to reflect expiration and select OK.  The next time the user attempts to login they will need to select a new password.
	
	
	
	

	 12
	Lock a Password for a User

· From the Main Admin Menu bar select Admin

· Select User Admin
· Select the proper user to highlight and select Admin
· Select Lock 

· Update your records to reflect the locking of the user account and complete by selecting OK. The next time the user attempts to login they will be advised the account is locked.
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Equipment Certification Checklist 3 – ISSO Functions

	#
	Task Items
	Reference
	Go
	No Go
	N/A

	1
	Raise the operating security level 

· From ISSO Main Admin Menu bar select System 

· Select Up Classification
-      Select OK and the classification banner will advance to the next highest level.
	WEW SUM
	
	
	

	2
	Enable a screen lock

· From ISSO Main Menu, select  <System>
· Select <Lock Screen>
	
	
	
	

	3
	Identify when to change the ISSO password

· Accomplished upon first access to the system by the ISSO

· 6 months after issuance

· After system purge or software reload
· An operator or system administrator has been transferred and/or the ISSO loses the need for access, or is temporarily denied access.

	
	
	
	

	4
	Change the ISSO password.  There are two ways so either option can be used.

1.  Change ISSO password with System Tools

· From ISSO Main Admin Menu bar select Auditing

· Select Change Passwd 
· Confirm user name is your ISSO login and select a password form the list.  NOTE:  The next step will have you change your password, ensure your record and control your password at the level of classification the password provides.  If you forget or lose your password as an ISSO you will need to login as root and manually change your password from an X-TERM window using the procedures in para 2.  

· Upon selection of password, select Submit
· Complete by selecting OK
2.  Change ISSO password manually

· From the initial IMETS login screen login as root

· Click mouse right button anywhere on screen to select new window from pop-up menu

· Center the blank frame in the middle of the window and left button mouse click

· At the prompt on the x-term window, type “passwd isso” then press return

· You will be prompted for a new password, ensure you are compliant with requirements for passwords on a SECRET machine, i.e. 8 alpha characters.  Type in and hit return.

· Re-enter the new password and record it, protect at SECRET level

· Type “exit” to close the x-term windwo and logout by using the right mouse button and select logout.


	
	
	
	

	5
	Assign or Modify a user password

· From the User Admin pulldown menu, Select the user which is to have a new password

· Select Admin
· Select Password and the Modify Password window will appear

· Confirm the User Name is correct and make a selection of the new password from the list provided. NOTE: Ensure you record and control your password at the level of classification the password provides, ie SECRET.  If the user loses or forgets the password the user will be denied access until re-issued by System Administrator.  A System Administrator will be denied access until issued a new one by the ISSO.

· Select Submit once password is selected

· Select OK to complete
	
	
	
	

	6
	Delete a user

· From Main Admin Menu bar select Auditing 

· Select User Admin 
· Select user to be deleted to highlight

· Select Admin and a pull down menu will appear

· Select Delete and confirm that the user name is correct one to delete

· Select Yes to delete, update your records and then select Ok to complete
	
	
	
	

	7
	Expire a Password for a User

· From the Main Admin Menu bar select Auditing 

· Select User Admin
· Select the proper user to highlight and select Admin
· Select Expire and confirm user name

· Update your records to reflect expiration and select OK.  The next time the user attempts to login they will need to select a new password.
	
	
	
	

	8
	Lock a Password for a User

· From the Main Admin Menu bar select Auditing

· Select User Admin
· Select the proper user to highlight and select Admin
· Select Lock 

· Update your records to reflect the locking of the users account and complete by selecting OK. The next time the user attempts to login they will be advised the account is locked.
	
	
	
	

	9
	Identify what events should be audited by ISSO

· Use of identification and authentication mechanisms

· Introduction of objects into the user’s address space

· Deletion of objects

· Actions taken by operators or system administrators that may impact on system security

· Other relevant items, as deemed appropriate to safeguard the system, ie, view logs, view archives, archiving, clearing message journal data
	
	
	
	

	10
	View Logs for Security Auditing

· From ISSO Main Admin Menu bar select Auditing 

· Select Security Auditing
· Select Options on the IMETS Security Tracker Ver. 1.0

· Select View Logs
	
	
	
	

	11
	View Archives for Security Auditing

· From ISSO Main Admin Menu bar select Auditing

· Select Security Auditing
· Select Options on the IMETS Security Tracker Ver. 1.0

· Select View Archives

· Highlight desired archive and select Display
	
	
	
	

	12
	Perform Archiving for Security Auditing

· From ISSO Main Admin Menu bar select Auditing
· Select Security Auditing

· Select Options on the IMETS Security Tracker Ver. 1.0

· Select Archives
· Select archive action and select Perform
	
	
	
	

	13
	Clear the Message Journal Data Base

· From ISSO Main Admin Menu bar select Auditing

· Select Clear Message Journal DB
· Select Yes and you are done!
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