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Equipment Certification Checklist 1 – WEW Data Acquisition Procedures

	#
	Task Items
	Reference
	Go
	No Go
	N/A

	1
	Identify and define the networks that IMETS receives data on.
	
	
	
	

	
	NIPRNet
	
	
	
	

	
	SIPRNet
	
	
	
	

	
	NOTE:  A single IMETS may have data available both on the NIPRNet connection when in garrison and on the SIPRNet connection when on an exercise or on a mission.
	
	
	
	

	2
	Perform/brief procedures to connect data via the network using IMETS in garrison
	
	
	
	

	
	Contact post DOIM and request full time connection to IMETS.  Requirements:  56 –kilobit bandwidth, IP address for WEW, physical connection of 10Base2 Ethernet ThinLAN but 10BaseT (Cat 5) connection can be used with a converter box.
	
	
	
	

	
	Contact AFWA data requirements at DSN 271-7396.  A request for service must be faxed (DSN 271-5861) and contain the following:

-Type of IMETS

-Data requirements:  NIPRNet/SIPRNet

-IP address of receiving workstation

-Data by geographical region or PI Set (AFWA product catalog)

-Data by relation to a current subscriber (i.e. nearby airfield or garrison AWDS data listing)

-Data requirements list should consist of FBD or UGDF products as well as A/N products.  
	
	
	
	

	3
	Perform/brief procedures to connect data in the field or at a deployed location.
	
	
	
	

	
	NOTE:  Connections are made via SIPRNet in the field and must be coordinated with the supporting Signal unit in advance to ensure no data loss periods.
	
	
	
	

	
	Coordinate the following items with the supporting Signal unit:

-Connection to the MSE Packet Network (MPN)

-Access to CONUS DSN lines to contact AFWA Communications Front End Processor (CFEP) for IP address changes or troubleshooting

-One MSE phone line for the Digital Secure Voice Terminal (DSVT) for secure voice communications

-Coordinate data requirements over SIPRNet, with AFWA (same as para 2 lists except state start and stop dates for exercise)
	
	
	
	

	
	NOTE:  The available bandwidth in a deployed environment may be limited due to equipment constraints.  The IMETS, at a minimum, should have a 16-KB bandwidth, with 56 KB being desirable.  The data requirements should be more restricted than in garrison.  Ensure that the amount and geographical location of the data makes sense for the Area of Operations (AO). 
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Trainer Signature: ______________________________
DATE: _______________

Trainee Signature: ______________________________ 
DATE: _______________

Equipment Certification Checklist 2 – System Operations

	#
	Task Items
	Reference
	Go
	No Go
	N/A

	1
	Setup/brief IMETS WEW data receipt in garrison
	Chapter 2, TM 11-6660-289-12
	
	
	

	
	Locate IMETS within 400 ft of the NIPRNet ThinLAN connection and 100ft of power source.
	
	
	
	

	
	Coordinate access to base LAN and router, and program IMETS IP addresses prior to connecting the wire. *******************
	
	
	
	

	
	Ensure system data requirements and IP address have been filed with AFWA
	
	
	
	

	
	Once connected to NIPRNet, monitor data flow using the Ingest Queue window.
	
	
	
	

	
	Note:  If data is not being received, first check the physical connections of the cables.  If good, check the connection to the CFEP by pinging.  Perform the following steps:

· <LB> on Diagnostics on the main menu, then <LB> on Ping Network Hosts on the pull down menu

· <LB> on Ping other Clients on the last pull down menu to display the Ping Other Clients window.  At prompt, type in the IP address of CFEP.

· If no packets are returned then assume problem is with LAN. Troubleshoot locally and contact CFEP to see if they can ping your IMETS.  Report any unresolved problems to LAN or Signal maintenance.
	
	
	
	

	2
	Setup IMETS WEW for receipt of data in a deployed environ

NOTE:  The primary difference with respect to in garrison operations is that you are operating on SIPRNet and must follow all security precautions.
	Chapter 2, TM 11-6660-289-12
	
	
	

	  
	Once shelter is up, connect the ThinLAN cable between one of the LAN B connections on the IMETS and the LAN connection on the Small Extension Node (SEN) that serves IMETS.  The SEN operator will designate which port to use.
	
	
	
	

	
	Affiliate the WEW with MSE and obtain the IP address from the SEN.  You can view IP address by selecting Netadmin on the Communications Sever_NonServer window by selecting Status and IP.  NOTE:  The IP address that IMETS obtained when you affiliated with the TNS will be displayed beside the le1 entry.
	
	
	
	

	
	Contact CFEP at DSN 271-4741 and provide them with the IP address.  NOTE:  Remember security procedures since you are working SIPRNet connections.
	
	
	
	

	
	Monitor data flow and if no receipt then check the connection to CFEP by pinging and report any local LAN problems and CFEP issues.
	
	
	
	

	3
	Configure your host to support a fixed IP address in a deployed environment
	
	
	
	

	
	Log on as Sys admin
	
	
	
	

	
	Select <Admin>
	
	
	
	

	
	Select <Host Configuration>, there will be three areas <Local Host>, <External Hosts> and <inet> areas.  The <Local Host> area displays the information about the host system.  The information displayed can be changed or edited by using the <External Hosts> area. 
	
	
	
	

	
	To change the hostname of the system, select the applicable hostname entry from the list of hostnames in the External Hosts portion of the window.  
	
	
	
	

	 
	To change the IP address for your system select <Modify> and type new IP address
	
	
	
	

	
	Select Actions on the top menu bar of the HostConfig Ver 1. Window, select <Apply> and now reboot the system.  Once you get system to the OK prompt, type boot –r to boot UP the system.
	
	
	
	

	4
	Save a host configuration
	
	
	
	

	
	Select Configurations from the menu bar of the HostConfig Ver 1.0 window.
	
	
	
	

	
	Select Save.  
	
	
	
	

	
	LB in the text entry box and type in a name for the configuration to be saved.  LB on the Save button in the bottom left of the SaveHost Config Window.
	
	
	
	

	5
	Load a previously saved Host configuration
	
	
	
	

	
	Select Configuration from the top menu of the HostConfig Ver 1.0 window.
	
	
	
	

	
	Select Load from pulldown menu.
	
	
	
	

	
	LB on the name of the Host configuration in the Select configuration window you want to load
	
	
	
	

	 
	LB on the Load button in bottom left of the Load Host Config window.
	
	
	
	

	
	Select Actions from the main menu and select Apply.
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